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Exam A

QUESTION 1
Which connection type is used when WorxWeb for iOS is configured to use Secure Browse mode?

A. Full VPN

B. Micro VPN

C. STA Tunnel

D. Clientless VPN

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
http://support.citrix.com/article/CTX136914

QUESTION 2
What is the recommended procedure for reverting an App Controller high availability (HA) pair to a
previous snapshot?

A. Import the snapshot to the secondary node, import the snapshot to the primary node and restart the
primary node.

B. Disable high availability, shut down the primary node and import the snapshot to the secondary node,
start the primary node.

C. Disable high availability, shut down the secondary node and import the snapshot to the primary
node,restart the primary node.

D. Shut down the secondary node, import the snapshot to the primary node, and restart the primary node,
start the secondary node.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
You can back up and restore snapshots in a high availability pair. To do so, you need to make sure the
configuration on both App Controller virtual machines (VMs) is the same. You export the snapshot from the
current, primary App Controller. Then, you shut down the secondary App Controller. Then, you import the
snapshot to the primary node and restart App Controller.

http://support.citrix.com/proddocs/topic/appcontroller-28/xmob-appc-config-ha-backup-restore-tsk.html

QUESTION 3
Scenario: Users in an organization use WorxMail on their mobile devices for email access. A Citrix
Engineer needs to configure NetScaler and App Controller to allow these users to stay connected to email
for long durations without prompting re-authentication.
What should the engineer configure to meet the requirements of the scenario?

A. Micro VPN

B. Single Sign-on

C. Client Certificate

D. Secure Ticket Authority

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:



http://blogs.citrix.com/2013/09/16/improving-battery-life-with-worxmail-sta-to-the-rescue/

QUESTION 4
Scenario: An organization has decided to implement a bring-your-own-device (or BYOD) policy. To
support the BYOD initiative, the organization is in search of a mobile device management solution. The
primary business driver for the solution will be to provide IT with control of mobility resource provisioning
and de-provisioning for terminated users, as well as the ability to perform a selective wipe on lost devices.
Which component should be included in the deployment to meet the needs of the solution?

A. StoreFront

B. WorxHome

C. NetScaler Gateway

D. XenMobile Device Manager

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 5
Which three prerequisites must be met to deploy XenMobile Device Manager in a high availability
configuration? (Choose three.)

A. IIS installed and configured on two web servers

B. VIP or host name configured on a load balancer

C. SSL Session Persistence on ports 443 and 8443 on the load balancer

D. SQL Server Database accessible from both nodes of the high availability pair

E. PostgreSQL database accessible from both nodes of the high availability pair

Correct Answer: BCD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 6
Scenario: A Citrix Engineer needs to use the XenMobile Device Manager (XDM) server to enroll and
manage 200 iPad devices. During the installation of the XDM server, the Enable iOS option is NOT
selected.
How could the engineer now enable this mode of device management for the iPad devices?

A. Use an MDX policy.

B. Run the iOSenable utility.

C. Re-enroll the iPad devices.

D. Use the XenMobile Device Manager console.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 7
Scenario: The installation of a XenMobile Device Manager server fails on the last step. The following error
message is displayed:
"Configuration Failed"



What could have led to this error?

A. The correct Java JCE files have NOT been updated.

B. A license server for XenMobile Device Manager does NOT exist.

C. The IIS rule is installed on the XenMobile Device Manager server.

D. A database server for XenMobile Device Manager does NOT exist.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
http://discussions.citrix.com/topic/326945-xenmobile-dm-installation-issues/

QUESTION 8
Which URL could a Citrix Engineer use to connect to an App Controller appliance while in the process of
configuring the appliance for the first time?

A. https://<IPaddress>:443

B. https://<IPaddress>:4443

C. http://<IPaddress>:4443/admin

D. https://<IPaddress>:4443/controlpoint

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
http://support.citrix.com/proddocs/topic/xenmobile-86/xmob-appc-change-ipaddress-tsk.html

QUESTION 9
A Citrix Engineer is setting up NetScaler for the first time and needs to configure NetScaler Gateway as
part of a XenMobile solution.
Which two pieces of information will the engineer need in order to allocate the universal license properly?
(Choose two.)

A. The number of mobile users

B. The Host ID of the NetScaler

C. The number of mobile devices

D. The Host name of the NetScaler

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 10
Scenario: A Citrix Engineer needs to add 10.10.220.10 as a Subnet IP (SNIP) through the NetScaler
command-line interface. The SNIP will be used to provide connectivity to devices on another subnet.
Management access is required through the SNIP.
Which command should the engineer use?

A. add ns ip -type snip 10.10.220.10 255.255.255.0 -mgmtaccess ENABLED

B. add ns ip 10.10.220.10 255.255.255.0 -type SNIP -mgmtaccess ENABLED

C. add ns ip 10.10.220.10 -mask 255.255.255.0 -type SNIP -mgmtaccess ENABLED

D. add ns ip 10.10.220.10 255.255.255.0 -type SNIP-ssh ENABLED -restrictaccess DISABLED



Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
http://support.citrix.com/proddocs/topic/ns-system-10-map/ns-nw-ipaddrssng-confrng-snips-tsk.html

QUESTION 11
When joining additional servers to an on-premise StorageZone environment, which URL should a Citrix
Engineer use for the Primary Zone Controller field/entry?

A. http://<primary server IP address>/ControlPoint

B. http://<primary server IP address>/PrimaryZone

C. http://<primary server IP address>/ConfigService

D. http://<primary server IP address>/PrimaryConfig

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
http://support.citrix.com/proddocs/topic/sharefile-storagezones-22/sf-install-sz-controller.html#sf-install-sz-
controller

QUESTION 12
A Citrix Engineer is integrating a Microsoft Certificate Authority server with the XenMobile Device Manager
to provide certificate-based authentication for Wi-Fi.
Which iOS policy must the engineer configure to deploy the certificate to devices?

A. iOS SCEP

B. iOS Certificate

C. iOS Credentials

D. iOS App Configuration

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
http://discussions.citrix.com/topic/347247-how-can-i-push-ssl-root-certificates-to-android-and-ios-devices/

QUESTION 13
A Citrix Engineer needs to load balance enrollment requests from Apple iOS devices. The engineer should
implement an SSL Offload virtual server using protocol and port.
 (Choose the correct set of options to complete the sentence)
 

A. SSL;443

B. TCP;443

C. SSL;8443

D. TCP;8443

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 14



A school has a pool of mobile devices that students use on premises for coursework.
How could a Citrix Engineer configure XenMobile Device Manager to warn the user when the device is
taken off campus?

A. Deploy a Roaming Configuration policy.

B. Issue a Locate from the Device Security menu.

C. Enable Tracking from the Device Security menu.

D. Set the Geo-fencing options in a Location Services policy.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 15
Which two policies should a Citrix Engineer add to a deployment package to set the status of a user’s
device to Out of Compliance and notify the engineer whenever a user installs a blacklisted application on
an enrolled device? (Choose two.)

A. App Lock

B. Restriction

C. Automated Actions

D. Applications Access

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 16
Which two settings could a Citrix Engineer configure during Express Setup on the App Controller console?
(Choose two.)

A. License file

B. NTP Server

C. DNS Servers

D. HA Peer address

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 17
Scenario: A Citrix Engineer needs to provide users with remote access to SaaS applications managed by
XenMobile. Users will access the applications on their mobile devices through Worx Home.
Which two options should the engineer configure in the session profile on the NetScaler? (Choose two.)

A. ICAProxy OFF

B. Clientless Access ON

C. URL Encoding OBSCURE

D. Single Sign-on to Web Applications DISABLED



Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 18
Scenario: A Citrix Engineer is working in a XenMobile proof-of-concept environment, which has a single-
hop DMZ. The engineer needs to integrate XenMobile Device Manager with XenMobile App Controller for
internal testing purposes.
Which two requirements must the engineer ensure are met in order to successfully configure this
environment? (Choose two.)

A. The Device Manager must be able to resolve the App Controller’s Host Name.

B. The App Controller root certificate must be installed on the Device Manager server.

C. Ports 80 and 443 must be opened between the Device Manager and the App Controller.

D. Both the Device Manager and the App Controller must be located on the same network subnet.

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 19
Scenario:StoreFront is implemented as part of a XenMobile solution. Users in the environment currently
rely on HTML5 Receiver because Citrix Receiver is NOT installed on their workstations.
How could a Citrix Engineer present Web/SaaS applications to these users based on the scenario?

A. Enable StoreFront to aggregate App Controller apps.

B. Add the App Controller server to StoreFront as a Delivery Controller.

C. Enable the ‘Require app installation’ option in the Web/SaaS application properties.

D. Add the StoreFront Legacy support URL to the Windows Apps Configuration on the App Controller.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 20
Scenario: An organization just acquired another organization and must create a new secure LDAP
configuration to enable mobile device enrollment for the new domain users. The new domain will be called
domain.local and will be hosted in a remote datacenter.
Which two tasks must a Citrix Engineer complete in order to successfully complete this configuration?
(Choose two.)

A. Open port 389 on the firewall

B. Open port 636 on the firewall

C. Install an Active Directory root certificate on the Device Manager server

D. Configure two-way transitive trust between the new and existing domains.

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:



QUESTION 21
Scenario: A Citrix Engineer needs to deploy the WorxWeb mobile application. However, management
does NOT want users to use WorxWeb for Internet browsing through the Micro VPN tunnel.
Which MDX policy configuration must the engineer implement to meet the requirements outlined in the
scenario?

A. Set the Require WiFi policy to ‘On’.

B. Set Network Access to ‘Unrestricted’

C. Set the Require Internal Network policy to ‘On’

D. Set Network Access to ‘Tunneled to internal network’.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 22
In order to send email enrollment invitations to iOS devices through the XenMobile Device Manager, a
Citrix Engineer must configure _________ . 
(Choose the correct option to complete the sentence.)

A. LDAP configuration

B. a valid root certificate

C. an SMTP notification server

D. IMEI numbers for all devices

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 23
Scenario: An Automated Action set to trigger on the event “Device noncompliance of B/W app policy” is
configured to notify the user with the following message:
“This application is not approved for your mobile device. Please remove it or access to your email will be
denied.”
Which type of Access policy should a Citrix Engineer create to support implementation of the Automated
Action?

A. Forbidden

B. Restriction

C. Required list

D. Suggested list

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 24
Scenario: A cloud service provider hosts XenMobile solutions for multiple clients and manages the
XenMobile solutions through the Multi-Tenant Console. A Citrix Engineer needs to configure the Multi-



Tenant Console to allow some clients to report on their tenants.
How would the engineer configure the Multi-Tenant Console so that a client only sees the accounts
relevant to them?

A. Run a report and filter for clients.

B. Add an administrator user and assign it client privileges

C. Edit each tenant and assign the client from the dropdown list

D. Create a role with privileges to view tenants only and add the client.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 25
Scenario: A Citrix Engineer installed a XenMobile Device Manager server with XenMobile NetScaler
Connector (XNC) accepting the default settings. The server has two NICs; one is in the DMZ, dedicated to
communicate with the NetScaler, and one is dedicated for internal LAN communication.
How could the engineer set the XNC web service to securely listen on the NIC in the DMZ only?

A. Change the value from 0.0.0.0:80 to the <DMZ IP address>:80

B. Change the value from 0.0.0.0:443 to the <DMZ IP address>:443

C. Change the value from 0.0.0.0:9080 to the <DMZ IP address>:9080

D. Change the value from 0.0.0.0:9443 to the <DMZ IP address>:9443

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
http://discussions.citrix.com/topic/347247-how-can-i-push-ssl-root-certificates-to-android-and-ios-devices/

QUESTION 26
A Citrix Engineer set up XenMobile Device Manager and successfully enrolled Android devices, but is
NOT able to enroll an iOS device.
What should the engineer do to ensure the iOS device is enrolled?

A. Check that port 8443 is open to the XenMobile Device Manager.

B. Verify that Worx Home is being deployed from an iOS deployment package.

C. Check the inbound communications to XenMobile Device Manager on port 5223.

D. Ensure that the XenMobile Device Manager has external access to Apple Push Notification Service

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 27
Scenario: A Citrix Engineer configured XenMobile NetScaler Connector with XenMobile Device Manager
to restrict the ability to actively sync email based on mobile device requirements. The engineer must NOT
allow devices that are outside a specific geographic location, have the Twitter application installed or have
NOT communicated with XenMobile Device Manager in more than seven days.
Which three filters should the engineer configure in the XenMobile Device Manager to meet the security
requirements? (Choose three.)

A. Revoked status



B. Inactive devices

C. Blacklisted apps

D. Whitelisted apps only

E. Out of compliance devices

Correct Answer: BCE
Section: (none)
Explanation

Explanation/Reference:

QUESTION 28
Scenario: A Citrix Engineer installed and configured XenMobile Mail Manager to connect to Exchange and
XenMobile Device Manager. Devices are being filtered for email access. The engineer needs to apply
existing Exchange rules to unmanaged devices for access to email.
Which step could the engineer take to meet the requirements outlined in the scenario?

A. Configure the Default Access Rule as ‘Allow’.

B. Create a Local Rule to allow unmanaged devices.

C. Configure the Default Access Rule as ‘Unchanged’.

D. Configure the ActiveSync Command Mode using Powershell.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 29
How could a Citrix Engineer ensure that Android devices remain connected to XenMobile Device Manager
after successful enrollment?

A. Deploy an Android ‘Scheduling’ policy.

B. Modify the Android ‘XenMobile options’ policy settings.

C. Set the Deployment schedule to ‘on every connection’.

D. Change the Global Scheduling settings in XenMobile Server Options.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 30
Scenario: A Citrix Engineer is responsible for XenMobile Device Manager which deploys internal mobile
applications, client certificates, and exchange profiles. An employee who has resigned has requested that
all company data be removed from his Android mobile device.
How should the engineer accomplish this?

A. Full Wipe

B. Selective Wipe

C. Device Revoke

D. Lock the device container

Correct Answer: B
Section: (none)



Explanation

Explanation/Reference:
http://support.citrix.com/proddocs/topic/xmob-dm-85/xmob-dm-manage-device-selectivewipe-con.html

QUESTION 31
Scenario: A Citrix Engineer creates a base deployment package for Android that includes Software
Inventory, Remote Support Tunnel and a Passcode policy. After the device enrollment is completed and
the base package is pushed out to users successfully, the engineer realizes that a Location Services
policy needs to be added to the base package. After adding the policy to the base package successfully,
the engineer notices that the policy is NOT being applied to previously enrolled Android devices.
What could be the cause of this issue?

A. APNS communication may be blocked at the firewall.

B. Location Services was disabled on the Android devices

C. Location Services is NOT supported with the Android OS.

D. A Scheduling policy was NOT defined in the base package.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 32
Which action should a Citrix Engineer take to ensure that iOS devices with a compromised certificate are
unable to access Device Manager?

A. Lock

B. Wipe

C. Disable

D. Revoke

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 33
The current XenMobile license expired and a Citrix Engineer is unable to log in to the Device Manager
console to replace the license file.
Which action should the engineer take to regain access to the Device Manager console?

A. Re-run the install to add the new license file.

B. Reboot the server and then log on to the console.

C. Log on to the Citrix portal to renew the license file.

D. Copy the new license file in the appropriate directory on the server.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
http://support.citrix.com/article/CTX137054

QUESTION 34
Which three steps should a Citrix Engineer take to back up XenMobile Device Manager (XDM)? (Choose



three.)

A. Copy the SQL installation folder.

B. Copy the administrator’s AppData folder.

C. Stop all services related to Device Manager.

D. Copy the XDM application directory on the server.

E. Back up the Device Manager database using the vendor’s recommended tools.

Correct Answer: CDE
Section: (none)
Explanation

Explanation/Reference:

QUESTION 35
A mandatory security patch was recently released to the Web for XenMobile Device Manager.
How could a Citrix Engineer verify whether the patch has been installed on the XenMobile Device Manager
server already?

A. Open the Device Manager console and look in the ‘About’ tab.

B. Browse to http://FQDN/<instancename>/helper.jsp and look under the ‘Patches’ link.

C. Browse to http://FQDN/<instancename>/patches.jsp and view the installed patches listed.

D. Browse to %systemroot%Program Files (x86)CitrixXenMobile Device Managertomcatlib and look for
the installed .JAR file.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
http://blogs.citrix.com/2013/12/13/xenmobile-configure-ns-ssl-offload-for-device-manager/

QUESTION 36
Which two of the listed actions could a Citrix Engineer apply to devices from the Device Manager
Dashboard? (Choose two.)

A. Lock

B. Selective Wipe

C. Send Notification

D. Deploy Packages

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 37
Scenario: Users are complaining that they are no longer able to access their corporate email. A Citrix
Engineer reviews the Exchange policy and notices the Exchange ActiveSync Host URL has been
modified.
How could the engineer identify who made this change and when?

A. Run the Device Events Report.

B. Look in the server’s event viewer.

C. Look in the administrator properties.

D. Run the Administrator Operations Report.



Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 38
Scenario: A Citrix Engineer has been instructed to deploy an internal application to mobile users with
iPads. The application will be deployed from XenMobile Device Manager.
Which action should the engineer take first to upload the application?

A. Browse to the .ipa file in the ‘Applications’ tab.

B. Browse to the .apk file in the ‘Applications’ tab.

C. Browse to the .mdx file in the ‘Applications’ tab.

D. Specify the App store URL of the application in the ‘Applications’ tab.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 39
Which two steps must a Citrix Engineer complete to push an internally developed Android application to
Android devices from XenMobile Device Manager? (Choose two.)

A. Select New app and choose the .apk file.

B. Enter the APK parameters and import the application.

C. Select the Execute .apk file and import the application.

D. Select New Android package and import the application.

E. Enter the URL for Google Play store or Amazon link to the app store.

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 40
Scenario: A Citrix Engineer needs to restore files to an on-premise StorageZone deployment. The
engineer has already initiated the file recovery on the ShareFile account.
What is the next step the engineer needs to take on the StorageZone Controller?

A. Complete file recovery from the Configuration page.

B. Retrieve file GUIDs to be restored with Get-RecoveryPendingFileIDs

C. Restore corresponding files from the backup location to the “staging” area

D. Run DoRecovery.ps1 to process the queue that moves the files back to the persistent storage location
with a new file GUID.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:



QUESTION 41
How would a Citrix Engineer configure a tenant to have high availability to support thousands of
connecting devices and maximize uptime?

A. Edit the server.xml file

B. Edit the ew-config-properties file.

C. Create an additional set of connectors.

D. Create and configure Tomcat Server cluster

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 42
Scenario: A user has been blocked from receiving email on a mobile device because the device is
jailbroken. A Citrix Engineer needs to configure a XenMobile Mail Manager (XMM) rule to allow the device
to receive email.
Which action could the engineer take to locate the device information?

A. Use Powershell to query XMM.

B. Look at the XMM Local Rules for the user.

C. Look at the XDM access rules for the user.

D. Use the XMM Monitor function to view the Device ID.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 43
Scenario: A Citrix Engineer needs to implement a patch file for an App Controller. The engineer has
already downloaded the patch from the Citrix website.
What should the engineer do to implement the patch?

A. Copy the patch to the App Controller file system.

B. Import the patch from the App Controller Console menu.

C. Install the patch using the Import function in the Release Management section of the App Controller.

D. Apply the patch using the Upgrade function in the Release Management section of the App Controller.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 44
When attempting to launch a ShareFile MDX-wrapped app from an iOS device, users encounter an
authentication error.
What are two possible causes of this issue? (Choose two.)

A. The StorageZone Controller is offline

B. The ShareFile application was signed with an invalid certificate

C. The NTP server configured on the App Controller is unreachable.



D. The email address in Active Directory does NOT match the email address of the ShareFile account.

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 45
Scenario: A Citrix Engineer implemented a new XenMobile Device Manager deployment. The engineer
created iOS and Android policies and added them to their respective base package. After successful
enrollment, the mobile device does NOT receive any policy settings. After some research, the engineer
notices the information in the attached Exhibit.
Click the Exhibit button to view the Deployment Tab that shows the status of the Base Deployment
Package.
What is the likely cause for the mobile device NOT receiving the base package?

Exhibit:

A. APNS communication ports are blocked.

B. XenMobile Device Manager licenses are expired.

C. The device is no longer enrolled with Worx Home

D. The base package already exists on the mobile device

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 46
Scenario: A Citrix Engineer deployed new iOS applications during an IT maintenance window. While
existing iOS applications remain unaffected, users are reporting they have NOT received the recently
pushed new applications.
What is the possible cause of this issue?

A. APNS ports have been blocked.

B. Enrollment ports have been blocked.

C. The VPP license count has been exceeded.

D. The connection between XenMobile Device Manager and App Controller is down.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:



QUESTION 47
A Citrix Engineer needs to push Exchange ActiveSync credentials to the native iOS email client for mobile
devices using one policy for all users in an organization.
Which macro expression should the engineer use to automatically populate the users’ email addresses?

A. {user.mail}

B. %user.mail%

C. {device.mail}

D. %device.mail%

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 48
Scenario: XenMobile was recently implemented in an environment. The Citrix Engineer is instructed to
provide the existing XenApp 6.5 published applications to users through Worx Home. Currently, users are
accessing their XenApp 6.5 applications through Receiver, NetScaler Gateway, and StoreFront.
Which action could the engineer take on the App Controller to allow users to launch XenApp hosted
applications through Worx Home?

A. Add App Controller to the StoreFront store as a Delivery Controller.

B. Turn on ‘Allow StoreFront to aggregate App Controller apps’ on App Controller

C. Turn on ‘Allow StoreFront to aggregate App Controller apps’ on App Controller

D. Create a Web Link on App Controller that redirects users to their existing XenApp 6.5 environment

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 49
Scenario: XenMobile has been selected as the new mobility solution for an organization. The organization
currently has a Citrix XenApp environment with remote access provided through NetScaler ICA Proxy. A
Citrix Engineer needs to redesign the email access solution for remote users and the organization requires
that the new solution integrate with the native iOS Mail.
Which component should be implemented to meet the requirements outlined in the scenario?

A. WorxMail

B. Secure Mobile Gateway

C. XenMobile Mail Manager

D. XenMobile NetScaler Connector

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 50
In addition to having NetScaler Gateway in the DMZ, what is the Citrix best practice for providing secure
access to hosted virtual desktops and Web/SaaS applications from both inside and outside of an



organizations network?

A. StoreFront in the DMZ and App Controller in the DMZ

B. StoreFront in the DMZ and App Controller on the LAN

C. App Controller in the DMZ and StoreFront on the LAN

D. StoreFront on the LAN and App Controller on the LAN

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 51
A Citrix Engineer must determine the placement of a XenMobile Device Manager server within a
XenMobile deployment that consists of NetScaler.
Which two placement options are possible? (Choose two.)

A. DMZ using Caching on the NetScaler

B. DMZ using SSL Bridge on the NetScaler

C. LAN using SSL Offloading on the NetScaler

D. LAN using Clientless VPN on the NetScaler

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 52
Scenario: A Citrix Engineer needs to create a proof of concept for a XenMobile project and needs to
ensure that the following requirements are met:
- Users must be able to access corporate web and SaaS applications from their personal mobile devices.
- Access to Citrix hosted applications and desktops on XenApp and XenDesktop is NOT required at this
time.
- Users’ devices should NOT be managed.
- Users will require access to WorxWeb and WorxMail.
Which three components will meet the requirements of the scenario? (Choose three.)

A. StoreFront

B. WorxHome

C. MDX Toolkit

D. Citrix Receiver

E. XenMobile App Controller

F. XenMobile Device Manager server

Correct Answer: ADF
Section: (none)
Explanation

Explanation/Reference:

QUESTION 53
Scenario: A Citrix Engineer in a XenMobile deployment is in the process of implementing ShareFile
Enterprise with Security Assertion Markup Language (SAML) support using Microsoft Active Directory
Federation Services (ADFS). The Active Directory team has installed and configured ADFS and has
provided the engineer with the information needed to configure ShareFile Enterprise and enable SAML



Single Sign-On.
Which three pieces of information must the engineer configure for SAML in ShareFile Enterprise? (Choose
three.)

A. Login URL

B. Logout URL

C. x509 Certificate

D. IDP Issuer / Entity IP

E. ShareFile Issuer / Entity ID

F. SP-Initiated SSO Certificate

G. SP-Initiated Authentication Context

Correct Answer: ACE
Section: (none)
Explanation

Explanation/Reference:

QUESTION 54
Scenario: A Citrix Engineer must provide remote users with access to their corporate e-mail from their
mobile devices.
The engineer must ensure remote users’ mobile devices meet the following requirements:
- Mobile devices require a PIN for corporate email.
- Mobile devices cannot be jailbroken.
- Mobile devices must be enrolled to XenMobile Device Manager.
- Only iOS devices will have access to corporate email.
Which component should the engineer include in the solution to enforce the requirements outlined in the
scenario?

A. WorxMail

B. AppController

C. Touchdown mail client

D. XenMobile NetScaler Connector

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 55
Worx Home is installed on organization-wide Android and iOS devices.
Which two tasks must a Citrix Engineer perform to ensure organization-wide devices successfully enroll
with XenMobile Device Manager? (Choose two.)

A. Request an APNS certificate for iOS devices

B. Open ports 80 and 443 on the external firewall.

C. Configure XenMobile Device Manager to push a device inventory policy.

D. Open outbound connections to APNS through ports 2195 and 2196 for the XenMobile Device
Manager.

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:



QUESTION 56
Scenario: A Citrix Engineer needs to manage access to email from mobile devices and is in the process of
migrating the ActiveSync Gateway to NetScaler. From the NetScaler, the engineer is using the wizard to
configure Load Balancing Microsoft Exchange Servers with Email Security Filtering.
The engineer will be required to enter an IP address for the _______ ,_______  and _______. (Choose the
three correct options to complete the sentence.)

A. XenMobile Device Manager

B. Responder Callout address

C. XenMobile NetScaler Connector (XNC) IP Address

D. Exchange Client Access Server (CAS) Service Instances

E. Microsoft Threat Management Gateway (TMG) Service Instances

F. Load Balance Virtual Server for Exchange Client Access Server (CAS)

Correct Answer: CDF
Section: (none)
Explanation

Explanation/Reference:

QUESTION 57
A Citrix Engineer needs to install XenMobile Mail Manager and ensure that more than one LDAP domain
configuration could be managed.
To meet the requirements of this scenario, the engineer should install XenMobile Mail Manager. 
(Choose the correct option to complete the sentence.)

A. in each domain.

B. at the top level domain.

C. in an Exchange resource domain.

D. and enable trust between domains.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 58
Scenario:XenMobile Device Manager is implemented to ensure Android and iOS users are compliant with
corporate security policies.
A Citrix Engineer is required to set the following restrictions for all devices:
- Restrict device passcode to 4 digits
- Disable the device camera
Which two configuration steps should the engineer take to meet the needs of the scenario? (Choose two.)

A. Create a configuration policy for each device type.

B. Create a configuration policy containing both restrictions.

C. Create a deployment package with a device type property rule.

D. Create a single deployment package to deploy to both device types.

E. Create separate deployment packages and deploy to each device type.

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:



QUESTION 59
Scenario: A Citrix Engineer needs to publish a custom mobile application for iOS devices from the
XenMobile environment.
Security requirements for the application are as follows:
- Clipboard must be disabled.
- Application cannot be installed on jailbroken devices.
Which action must the engineer take to meet the security requirements stated in the scenario?

A. Wrap the .ipa file using the MDX Toolkit for XenMobile and configure the MDX policies

B. Upload the .ipa file to the XenMobile Device Manager and create a deployment package to install the
application on the user device during device enrollment.

C. Upload the .ipa file directly to App Controller and require enrollment to the XenMobile Device Manager
before users can register with the App Controller

D. Publish the application for employees using the Apple App Store and require that users download the
application from the Apple App Store instead of the App Controller.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 60
Scenario: Support staff need GoToAssist in order to provide clients around the world with support
remotely. In order to complete this request, the Citrix Engineer must configure GoToAssist with the
XenMobile Device Manager and App Controller.
Which two items of GoToAssist information must the engineer enter in both the Device Manager and App
Controller consoles to complete the installation of GoToAssist? (Choose two.)

A. Chat Token

B. Seriel Key File token

C. Email Integration Key

D. Web Console Address

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 61
A Citrix Engineer created an Automated Action to determine when a device has been
rooted or
jailbroken and needs to customize the text of the email that users receive when NOT in
compliance.

How could the engineer customize the text of the email that users receive?

A. Add text to an Ad Hoc notification.
B. Change the Notification Server settings.
C. Edit the corresponding Notification Template.
D. Modify the text in the Automated Action Policy.



Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 62
Scenario: A Citrix Engineer needs to prevent restrictions from being applied to members
of the
Executive Staff regardless of their enrollment status. The engineer must also ensure that
existing
Device Manager rules still apply to all other users.
Which policy modes on the XenMobile NetScaler Connector would the engineer use to
meet the
requirements of the scenario?

A. Static Rules: Block Mode
B. Static Rules: Permit Mode
C. Static + ZDM Rules: Block Mode
D. Static + ZDM Rules: Permit Mode

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 63
Scenario: A Citrix Engineer has been asked to configure the XenMobile App Controller
(ac1.domain.com) and the NetScaler Gateway to function as a Security Assertion
Markup
Language (SAML) identity provider for ShareFile. In this configuration, a user logging on
to
ShareFile using a Web browser or other ShareFile clients should be redirected to the
XenMobile
environment for user authentication.
Which two configuration steps must the engineer take on the NetScaler Gateway to meet
the
requirements of the scenario? (Choose two.)

A. Enable 'Display Home Page' and enter ac1.domain.com:443 in a NetScaler Gateway
ShareFile
Session profile.

B. Enter ac1.domain.com:443 in the ShareFile URL window on the advanced tab of the
NetScaler
Gateway virtual server.

C. Disable the default behavior for requests that come through the /cginfra path in order
to serve
the configured home page to the user.

D. Disable the default behavior for requests that come through the /cginfra path in order



to serve
the original requested internal URL to the user.

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 64
A Citrix Engineer needs to unenroll an iOS mobile device previously assigned to a user
and then
reassign it to a new user with the least amount of device downtime.
Which action should the engineer take to ensure that the previous user's managed
applications
and data are NOT accessible by the new user?

A. Full Wipe
B. Device Revoke
C. Selective Wipe
D. Container Lock

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 65
Scenario: A Citrix Engineer needs to create a ShareFile mobile application default
security policy
that includes the following requirements:
- PIN to access ShareFile content
- Set files to automatically be removed after 30 days
- Allow external applications to open downloaded files outside of the ShareFile
application
- Enable offline access to files
The engineer has NOT integrated ShareFile with the App Controller.
Which device security mode should the engineer set as the default security setting?

A. Offline
B. Secure
C. Custom
D. Standard

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:



QUESTION 66
Scenario: Several users have been reporting that they have been unable to access
corporate
email for several minutes. A Citrix Engineer needs to verify that the XenMobile NetScaler
Connector (XNC) service is running. XNC was set up using default values.
Which URL could the engineer use to verify that the service is running?

A. http://<host:port>/services/Version
B. https://<host:port>/services/Version
C. https://<host:port>/ActiveSync/Version
D. http://<host:port>/services/ActiveSync/Version

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 67
A Citrix Engineer has been notified that all users are unable to log on to the App
Controller to
access their applications.
What could be the cause of this issue?

A. Active Directory user accounts have been updated with new email addresses.
B. The LDAP Service Account used by the App Controller has a different password.
C. The MDX apps have been wrapped with the incorrect version of the MDX ToolKit.
D. Active Directory users have been added to a newly created Active Directory Group.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:


